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(57) ABSTRACT

A computer readable memory medium comprising program
instructions for developing and testing a connectivity driver
for an instrument is provided. The program instructions are
executable by a processor to record transmissions to or from
the instrument, place raw data from each recorded transmis-
sion into a primary field, and generate a secondary field
associated with the primary field. The secondary field
includes at least one of: a time that the transmission was
transmitted at, a direction the transmission was transmitted
in, a content of the transmission, and a state of the connectiv-
ity driver during the transmission. The program instructions
are also executable by a processor to modify the content of the
first or secondary fields, and play the modified transmission
from computer readable memory medium in order to debug
the communications software.
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GENERATION OF COMMUNICATION TRACE (RPL)
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OFFLINE SIMULATION OF INSTRUMENTS
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METHOD FOR DEVELOPING AND TESTING
A CONNECTIVITY DRIVER FOR AN
INSTRUMENT

BACKGROUND

Unless otherwise indicated herein, the materials described
in this section are not prior art to the claims in this application
and are not admitted to be prior art by inclusion in this section.

A Laboratory Information Management System or Labo-
ratory Integration Management Solution (LIMS) is a soft-
ware system used in laboratories for the integration of labo-
ratory software and instruments and the management of
samples, laboratory users, standards and other laboratory
functions such as Quality Assurance (QA) and Quality Con-
trol (QC), sample planning, invoicing, plate management,
and workflow automation. LIMS implementations may also
support information gathering, decision making, calculation,
review and release into the workplace and away from the
office. More recently, LIMS products are starting to expand
into Electronic Laboratory Notebooks, assay data manage-
ment, data mining and data analysis.

One core function of LIMS is the management of samples.
This typically is initiated when a sample is received in the
laboratory at which point the sample will be registered in the
LIMS. This registration process may involve accessioning the
sample and producing barcodes to affix to the sample con-
tainer. Various other parameters may be recorded as well,
such as clinical or phenotypic information corresponding
with the sample. The LIMS may then track chain of custody
of'the sample as well as the sample location. Location track-
ing often involves assigning the sample to a particular loca-
tion such as a shelf/rack/box/row/column. Other event track-
ing may be required such as freeze and thaw cycles that a
sample undergoes in the laboratory.

Modern LIMS have implemented extensive configurability
as each laboratories needs for tracking additional data points
can vary widely. LIMS vendors often cannot make assump-
tions about what these data tracking needs are and therefore
need to be adaptable to each environment. LIMS users may
also have regulatory concerns to comply with such as CLIA,
HIPAA, GLP and FDA specifications and this can affect
certain aspects of sample management in a LIMS solution.
One key to compliance with many of these standards is audit
logging of all changes to LIMS data, and in some cases a full
electronic signature system is required for rigorous tracking
of field level changes to LIMS data.

One may configure a LIMS whereby users are assigned
roles or groups. Typically the role of a user will dictate their
access to specific data records in the LIMS. Each user account
is protected by security mechanisms such as a user id and a
password. Users may have customized interfaces based on
their role in the organization. For example, a laboratory man-
ager might have full access to all of a LIMS functions and
data, whereas technicians might have access only to data and
functionality needed for their individual work-tasks.

Some LIMS offer some capability for integration with
instruments. A LIMS may create control files that are “fed”
into the instrument and direct its operation on some physical
item such as a sample tube or sample plate. The LIMS may
then import instrument results files to extract QC or results
data for assessment of the operation on the sample or samples.
Data owners may access the resulting stored information at
any time.

In order to communicate between the LIMS and an instru-
ment, a device driver, also known as a connectivity driver,
may be used. A connectivity driver is a computer program
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allowing a higher-level computer program, such as the LIMS,
to interact with a hardware device, such as an instrument. A
connectivity driver typically communicates with the hard-
ware device through a system bus of a computer or a commu-
nications device connected with the computer, such as a radio
or a network interface to which the hardware device connects.
When a higher-level computer program invokes a routine in
the connectivity driver, the connectivity driver issues com-
mands to the hardware device. If the hardware device sends
data back to the connectivity driver, the connectivity driver
may invoke routines in the higher-level computer program
and may translate and transfer information received by the
hardware device into a format which can be read and used by
the higher-level computer program. Connectivity drivers are
often hardware-dependent and specific to the higher-level
computer program. Connectivity drivers also usually provide
interrupt handling required for any necessary asynchronous
time-dependent interface between the hardware device and
the higher-level computer program.

When developing a connectivity driver for a LIMS, a user
typically has to write program code for a computer program
from which the connectivity driver is executed for each hard-
ware device for which the LIMS wishes to communicate and
interact with. The task of writing program code for a connec-
tivity driver is often laborious and requires many hours of
work from a trained computer programmer to complete. Writ-
ing program code for a connectivity driver also requires an
in-depth understanding of how the hardware device and the
higher-level computer program function. Typically, the user
of'a LIMS does not have the type of training and skills needed
to write the program code needed from which the connectiv-
ity driver is executed. Thus the task of writing program code
for a connectivity driver usually falls to a software engineer.

When developing and building a connectivity driver, the
software engineer, or person building the driver, needs to test
the connectivity driver to see if it works and can successfully
communicate between the LIMS and an instrument, with
little or no errors being generated. The testing process, also
known as debugging, is a methodical process of finding and
reducing the number of bugs, or defects, in a computer pro-
gram or a piece of electronic hardware, thus making it behave
as expected. Typically, in order to do debug a connectivity
driver, the connectivity driver needs to be in communication
with both the LIMS and the instrument for which the connec-
tivity driver is designed to interface with. Since these types of
instruments are often found in a laboratory environment, and
are rather expensive to use, the time available for the software
engineer to debug the connectivity driver is rather limited. As
a result, either the instrument for which the connectivity
driver was designed to interface with needs to be offline for a
substantial amount of time, which may cost the laboratory to
incur losses in revenue, or the software engineer may need to
debug the connectivity driver in a short amount of time, which
may lead to not all of the “bugs,” or defects, within the
connectivity driver to be found or fixed.

It would be desirable to provide a simplified method for
developing and building connectivity drivers which allows
for a complete debugging of the connectivity driver without
having to take an instrument offline for a substantial amount
of time.

SUMMARY

In one aspect, a computer readable memory medium com-
prising program instructions for developing and testing a
connectivity driver for an instrument is provided. The pro-
gram instructions are executable by a processor to record
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transmissions to or from the instrument, place raw data from
each recorded transmission into a primary field, and generate
a secondary field associated with the primary field. The sec-
ondary field includes at least one of: a time that the transmis-
sion was transmitted at, a direction the transmission was
transmitted in, a content of the transmission, and a state of the
connectivity driver during the transmission. The program
instructions are also executable by a processor to modify the
content of the first or secondary fields, and play the modified
transmission from computer readable memory medium in
order to debug the communications software.

These as well as other aspects, advantages, and alternatives
will become apparent to those of ordinary skill in the art by
reading the following detailed description, with reference
where appropriate to the accompanying drawings. Further, it
should be understood that the disclosure provided in this
summary section and elsewhere in this document is intended
to discuss the embodiments by way of example only and not
by way of limitation. The scope of the present invention is
defined solely by the appended claims and is not affected by
the statements within this summary.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention can be better understood with reference to
the following drawings and description. The components in
the figures are not necessarily to scale, emphasis instead
being placed upon illustrating the principles of the invention.

FIG. 1 depicts a block schematic diagram of an exemplary
computing system, in accordance with one embodiment of
the present invention.

FIGS. 2A, 2B, and 2C depict an illustration of a connec-
tivity driver receiving a hardware message from a hardware
device and converting the hardware message into software
data, in accordance with one embodiment of the present
invention.

FIG. 3 depicts a hardware device communicating with a
computer, in accordance with one embodiment of the present
invention.

FIGS. 4-5 depict various states of a simulation used to
debug a connectivity driver, in accordance with one embodi-
ment of the present invention.

FIG. 6 depicts a flowchart illustration of methods, appara-
tus (systems) and computer program products, in accordance
with one embodiment of the present invention.

FIGS. 7A and 7B depict a connection diagram of various
components of the system, configured to record communica-
tion data traces, driver state statuses (FSM, and others), and
other information relevant for communication reproduction,
in accordance with one embodiment of the present invention.

FIGS. 8A and 8B depict a connection diagram of various
components of the system, configured to reproduce commu-
nication traces as originally received, simulating the original
instruments as they are. This can be done in order to evaluate
changes; analyze/debug abnormal situations; performance
testing and fine tuning other components of the system, in
accordance with one embodiment of the present invention.

FIG. 9 depicts a potential connection diagram of various
components of the system, configured towards the commu-
nication driver (FSM/Message layer) debugging/develop-
ment, in accordance with one embodiment of the present
invention.

FIG. 10 depicts a potential connection diagram of various
components of the system, configured towards development/
debugging/fine tuning the business logic layer (LIS/LIMS
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part) of the communication driver, in accordance with one
embodiment of the present invention.

DETAILED DESCRIPTION

The present invention makes use of the discovery that by
providing a user with software which can record fully repro-
ducible communication traces or portions of communica-
tions, which include all communication data including timing
and the exact state of a communications driver (FSM). The
present invention can also use recorded communications to
reproduce actual communications allowing development,
debugging, performance measurement, testing and valida-
tions—without using the device which originated the com-
munication.

In the description that follows, the subject matter of the
application will be described with reference to acts and sym-
bolic representations of operations that are performed by one
or more computers, unless indicated otherwise. As such, it
will be understood that such acts and operations, which are at
times referred to as being computer-executed, include the
manipulation by the processing unit of the computer of elec-
trical signals representing data in a structured form. This
manipulation transforms the data or maintains it at locations
in the memory system of the computer which reconfigures or
otherwise alters the operation of the computer in a manner
well understood by those skilled in the art. The data structures
where data is maintained are physical locations of the
memory that have particular properties defined by the format
of'the data. However, although the subject matter of the appli-
cation is being described in the foregoing context, it is not
meant to be limiting as those skilled in the art will appreciate
that some of the acts and operations described hereinafter can
also be implemented in hardware, software, and/or firmware
and/or some combination thereof.

With reference to FIG. 1, depicted is an exemplary com-
puting system for implementing embodiments. FIG. 1
includes computer 100 running a computer program, such as
a LIMS software application 400, a laboratory information
system (LIS) software application 401, or a middleware pro-
gram 402. The LIMS software 400 is a software system used
in laboratories for the integration of laboratory software and
instruments and the management of samples, laboratory
users, standards and other laboratory functions such as Qual-
ity Assurance (QA) and Quality Control (QC), sample plan-
ning, invoicing, plate management, and workflow automa-
tion. The LIS software application 401 is a class of software
that receives, processes, and stores information generated by
medical laboratory processes. The LIS software application
401 often must interface with instruments and other informa-
tion systems such as hospital information systems (HIS). The
LIS software application 401 is a highly configurable appli-
cation which is customized to facilitate a wide variety of
laboratory workflow models. A middleware program 402 is a
piece of software that operates between a first computer pro-
gram, such as a LIMS software application 400 or a LIS
software application 401, and a hardware device 200.

The computer 100 includes a processor 110 in communi-
cation with a computer readable memory medium 120. Com-
puter readable memory medium 120 is any medium which
can be used to store information which can later be accessed
by processor 110. Computer readable memory medium 120
includes computer memory 125 and data storage devices 130.
Computer memory 120 is preferably a fast-access memory
and is used to run program instructions executable by the
processor 110. Computer memory 120 includes random
access memory (RAM), flash memory, and read only memory
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(ROM). Data storage devices 130 are preferably physical
devices and are used to store any information or computer
program which may be accessed by the processor 110, such as
an operating system 140, computer programs 150 such as
LIMS software application 400, program modules 160 such
as a driver development module 410 which runs as a part of
LIMS software application 400, and program data 180. Data
storage devices 130 and their associated computer readable
memory medium provide storage of computer readable
instructions, data structures, program modules and other data
for the computer 100. Data storage devices 130 include mag-
netic medium like a floppy disk, a hard disk drive, and mag-
netic tape; an optical medium like a Compact Disc (CD), a
Digital Video Disk (DVD), and a Blu-ray Disc; and solid state
memory such as random access memory (RAM), flash
memory, and read only memory (ROM).

Computer 100 further includes input devices 190 through
which data may enter the computer 100, either automatically
or by auser who enters commands and data. Input devices 190
can include an electronic digitizer, a flatbed scanner, a bar-
code reader, a microphone, a camera, a video camera, a key-
board and a pointing device, commonly referred to as a
mouse, a trackball or a touch pad, a pinpad, any USB device,
any Bluetooth enabled device, an RFID or NFC device, and a
debit card reader. Other input devices may include a joystick,
game pad, satellite dish, scanner, an instrument, a sensor, and
the like. In one or more embodiments, input devices 190 are
portable devices that can direct display or instantiation of
applications running on processor 110.

These and other input devices 190 can be connected to
processor 110 through a user input interface that is coupled to
asystem bus 192, but may be connected by other interface and
bus structures, such as a parallel port, game port or a universal
serial bus (USB). Computers such as computer 100 may also
include other peripheral output devices such as speakers,
printers, and/or display devices, which may be connected
through an output peripheral interface 194 and the like.

Computer 100 also includes a radio 198 or other type of
communications device for wirelessly transmitting and
receiving data for the computer 100 with the aid of an
antenna. Radio 198 may wirelessly transmit and receive data
using WIMAX™, 802.11a/b/g/n, Bluetooth™, 2G, 2.5G, 3G,
and 4G, wireless standards.

Computer 100 may operate in a networked environment
195 using logical connections to one or more remote comput-
ers, such as a remote server 240. The remote server 240 may
be a personal computer, a server, a router, a network PC, a
peer device or other common network node, and may include
many if not all of the elements described above relative to
computer 100. Networking environments are commonplace
in offices, enterprise-wide computer networks, intranets and
the Internet. For example, in the subject matter of the present
application, computer 100 may comprise the source machine
from which data is being migrated, and the remote computer
may comprise the destination machine. Note, however, that
source and destination machines need not be connected by a
network or any other means, but instead, data may be
migrated via any media capable of being written by the source
platform and read by the destination platform or platforms.
When used in a LAN or WLAN networking environment,
computer 100 is connected to the LAN or WLAN through a
network interface 196 or an adapter. When used in a WAN
networking environment, computer 100 may include a
modem or other means for establishing communications over
the WAN, such as radio 198, to environments such as the
Internet or to another remote computer. It will be appreciated

25

30

40

45

55

6

that other means of establishing a communications link
between computer 100 and other remote computers may be
used.

In one embodiment, computer 100 is in communication
with remote server 240, and the LIMS software application
400 is run on the remote server 240, receiving commands and
information from the computer 100 being input by a user.
Information from the LIMS software application 400 running
on the remote server 240 is displayed on a display connected
with the computer 100.

With reference to FIG. 3, a hardware device 200 generates
a hardware message 202 which is communicated to a com-
puter program 150 residing on computer 100 or a computer
program 150 residing on remote server 240. The hardware
device 200 is any piece of electronic hardware having a com-
munications interface 201, such as a radio 198, a network
interface 196, or an output peripheral interface 194 which can
communicate with an interface with another 192 piece of
electronic hardware, also having a communications interface.
Preferably, hardware device 200 is any instrument, computer,
or piece of electronic hardware found in a laboratory which
can transmit and output the hardware message 202 to another
instrument, computer 100, or piece of electronic hardware. In
one embodiment, hardware device 200 is, or is connected
with, a laboratory instrument for use in a clinical laboratory,
which many be used to analyze mammalian biological
samples.

With reference to FIGS. 2A, 2B, 2C, and 3, hardware
device 200 generates and outputs a transmission, such as
hardware message 202, via communications interface 201.
Hardware message 202 may be encoded or formatted in many
different ways and hardware protocols 203, like Extensible
Markup Language (XML), or position-based fields. In one
embodiment, messages are encoded using a hardware proto-
col 203 used to encode discrete fields 208 of data using
delimiters 206 for demarking the boundary of a discrete field
208 within the hardware message 202. Protocol 203 can be
any standard on non-standard protocol used to encode infor-
mation by a hardware device, such as Health Level Seven
International (HL.7) American Society for Testing and Mate-
rials (ASTM), File butfers, or other custom protocols defined
by a manufacturer of a hardware device 200. Delimiters 206
can be any type of textual character, symbols, binary struc-
tures, position information, or mark and includes such char-
acters as: “~7, “|”, “\”, “[”, “]”, “"”, and a carriage return
character, for example. Instead of relying on a specific char-
acter or symbol, position information relies on a specific
position within the hardware message 202 to delimit the
hardware message 202. Additionally, mark relies on a demar-
cation within the hardware message 202, such as an end-of-
line indicator or section break, to delimit the hardware mes-
sage 202.

In one embodiment, the hardware message 202 includes
record delimiters 210, field delimiters 214, and bracket
delimiters 224. Field delimiters 214 separate discrete data
fields 216 and record delimiters 210 separate groups of dis-
crete data fields 216 known as a discrete record field 212. For
example, a comma-separated values (CSV) file format uses a
comma as a field delimiter 214 between discrete data fields
216, and an end-of-line indicator, or paragraph mark, as a
record delimiter 210 between discrete record fields 212.
Bracket delimiters 224, also known as block delimiters,
region delimiters or balanced delimiters, mark both the start
and end of a discrete region of text 226 within discrete data
fields 216. For example, discrete data fields 216 may include
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information such as a Patient’s Name, wherein the first, last
and middle names of the patient may be separated using a
bracket delimiter 224.

Upon outputting the hardware message 202 via communi-
cations interface 201, the hardware message 202 is received
by a connectivity driver 218, having a parsing sequence for
analyzing and converting the hardware message 202 sent
using the hardware protocol 203 into software data 220 hav-
ing a file format 222 readable by computer program 150,
wherein the entire parsing sequence defines a hardware gram-
mar used to encode and decode discrete fields 208 into and
from the hardware message 202. The connectivity driver 218
also uses the parsing sequence for analyzing and converting
the software data 220 having the file format 222 into the
hardware message 202 sent using hardware protocol 203,
which is readable by hardware device 200. The connectivity
driver 218 serves to essentially translate hardware messages
202 into software data 220 and software data 220 into hard-
ware messages 202, so that the hardware device 200 can
communicate with the computer program 150 within com-
puter 100 or remote server 240, and so that the computer
program 150 can communicate with the hardware device 200.
Software data 220 may use any file format 222 readable by
computer program 150, such as XML.

With reference to FIG. 7, shown is a diagrammatic repre-
sentation of a system 300 for recording a transmission 298,
such as a hardware message 202 using a hardware protocol
203, sent from an instrument 304, 306, or 308 or another
component in system 300, such as an Scientific Data Man-
agement System (SDMS) server 312 or a Lab Information
Management Systems (LIMS) server 314, to a replay genera-
tor 310, which records the transmission 298. The hardware
protocol 203 may include any type of data, including raw data
sent over an RS232 interface and Native TCP/IP or Non-
Native TCP/IP packets.

In one example, first instrument 304 sends a first transmis-
sion 301 including a hardware message 202 using a hardware
protocol 203 that includes raw data over an RS232 interface
directly to a replay generator 310. Second instrument 306
sends a second transmission 302 including a hardware mes-
sage 202 using a hardware protocol 203 that includes raw data
over an RS232 interface to a terminal sever 324, which then
translates the raw data into TCP/IP packets 318 which are
then transmitted through a firewall 320 and then to replay
generator 310. Third instrument 308 sends a third transmis-
sion 303 including native TCP/IP packets 318 to the firewall
320, and which screens the TCP/IP packets 318 and allows
them through the firewall 320 assuming the TCP/IP packets
318 meet predetermined criteria. The TCP/IP packets 318 are
then transmitted to the replay generator 310. While three
instrument configurations are shown in FIGS. 7A and 7B,
countless number of instrument configurations including a
variety of instruments sending hardware messages 202, using
avariety of hardware protocols 203, and being sent through a
variety of intermediaries, such as terminal server 324, firewall
320, the internet, a local network, a router, a switch, and an
intermediate computer, may be possible. Additionally, SDMS
server 312 may send a message 281 generated by a connec-
tivity driver 218, for example, to an instrument 304, 306, or
308, which gets routed through the replay generator 310.
Additionally, LIMS server 314 may send a message 283, such
as a LIMS message generated by a LIMS message handler,
for example, to an instrument 304, 306, or 308, which gets
routed through the replay generator 310. While just an SDMS
server 312 and a LIMS server 314 are discussed, any com-
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puter connected with an instrument and any transmission
which is generated and sent to an instrument, may be substi-
tuted.

With reference to FIG. 8, as each transmission 298 is
received at the replay generator 310, the replay generator 310
records a captured transmission 299 having discrete fields
326 of information 328. The discrete fields 326 of informa-
tion 328 include captured RAW data, such as the raw bytes of
data or content of each transmission 298, and generated data,
which is generated upon receiving the transmission 298. Gen-
erated data includes the time that each transmission 298 was
transmitted at or received, the direction that the transmission
298 was transmitted in (i.e. from the instrument 304, 306, 308
to the replay generator 310 or vice versa), the state of the
connectivity driver 218 (Preservation Metadata for Digital
Objects (PMDO) information) at the time the transmission
298 is received by the replay generator 310, any parsed data,
such as XML information found in the transmission 298.

The replay generator 310 is preferably a piece of software
run on hardware, such as a computer, such as an SDMS
interface 311. Preferably, the replay generator 310 consists of
a combination of hardware and software which can receive
and record transmissions 298, and in particular, the packets or
bytes of data in each transmission 298, and generate the
discrete fields 326 of information 328. Preferably, the replay
generator 310 is connected with each instrument 304, 306,
308 in a laboratory. Preferably, the replay generator 310 is
also connected with other computers which are also in con-
nected with each instrument 304, 306, 308, such as an SDMS
server 312, and a LIMS server 314. Preferably, the replay
generator 310 sits in between each instrument 304, 306, 308
and the SDMS server 312 and the LIMS server 314, and
receives and can record transmissions 298 being sent to and
from each of these components. Transmissions 298 include
transmissions 301 between the replay generator 310 and
instrument 304, transmissions 302 between the replay gen-
erator 310 and instrument 306, transmissions 303 between the
replay generator 310 and instrument 308, transmissions 281
between the replay generator 310 and the SDMS server 312,
and transmissions 283 generated or received by the LIMS
server 314, for example.

Preferably, as each packet, or even each byte, of datain a
transmission 298, such as transmission 301, is received at the
replay generator 310, discrete fields 326 of information 328
are generated for each packet, or even each byte, of data ina
transmission. For example, as packets of data in a transmis-
sion 298 are received the replay generator 310, a timestamp
510 representing the time that the packet of data was received
is generated and put in a discrete field 326, and the content of
the packet of data is placed in another discrete field 326 and
associated with the timestamp. In addition to the timestamp,
for a transmission 301, 302, or 303 from the SDMS server 312
to instrument 304, 306, 308, the current state 512 of the
connectivity driver 218, which is being used to communicate
between the LIMS software application 400 run on the remote
server 240 (also known as the LIMS server 314) and an
instrument 304, 306, or 308, may be recorded and put in a
discrete field 326. Any information 328 can be recorded in a
discrete field 326 and associated with the transmission 298 or
packets or bytes of data within the transmission 298. The
discrete fields 326 of information 328 provide much needed
insight into the transmission 298, such as the time each byte
of data is received, or the exact state the connectivity driver
218, which is extremely useful when trying to replay or
modify the transmission 298 in a simulated environment
order to accurately simulate the transmission 298 to or from
an instrument 304, 306, or 308.
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Preferably, the data or content of each transmission 298 is
recorded in RAW, so that all of the defects in the transmission
298 can be stored and then replayed. For example, if the
transmission 298 suffers any degradation or delay from the
time it leaves an instrument 304, 306, 308, or server 312, 314,
and then travels through a variety of intermediaries, the deg-
radation or delay would be recorded as well. Preferably, the
replay generator 310 is programmed to capture the RAW
transmission 298, generating a captured RAW transmission
299 with many or all of the defects found in the RAW trans-
mission 298, so that when the captured RAW transmission
299 is played back in a simulated environment order to accu-
rately simulate the RAW transmission 298 from an instru-
ment 304, 306, or 308, the simulation is as accurate as pos-
sible. Preferably, the following information is found in or
ascertainable from the captured RAW transmission 299:
many or all of the RAW defects found in the transmission 298,
such as timing problems found in the RAW transmission 298,
as the timing of each byte or packet of data is recorded; state
machine synchronization issues, if any, as the current state of
the connectivity driver 218 is recorded as each byte or packet
of data is recorded; collision situations for unidirectional
interfaces, since the direction of communication is recorded
and if simultaneous communication between the connectivity
driver 218 and the instrument 304 is attempted, this would
also be recorded; and any conversion issues when converting
to or from a software protocol (such as XML), also known as
message layer defects; any defects introduced via buffering,
transmission delays, and disconnections would be evident.

Preferably, the replay generator 310 is connected via an
interface to other computers or servers, such as an SDMS
Server 312 which contains the connectivity driver 218, and
the LIMS server 314 which generates LIMS messages. Pref-
erably, the replay generator 310 and receives and records
transmissions from one or both of the LIMS server 314 and
the SDMS server 312, such as transmissions 281 from the
connectivity driver 218 and transmission 283 from the LIMS
server 314. As each transmission 311, 313 is received at the
replay generator 310, the replay generator 310 records a
captured transmission for each having discrete fields 326 of
information 328. The discrete fields 326 of information 328
include captured RAW data and generated data, as described
above.

With reference to FIGS. 7A and 7B, in one example, trans-
missions 301, 302, or 303, such as RS232 data 316 or TCP/IP
packets of data 318, arrive from instruments 304, 306, or 308,
respectively, the replay generator 310 records those transmis-
sions 301, 302, 303 as recorded transmissions having replay
(RPL) data 340, 342, or 344 for instrument 304, 306, or 308,
respectively. The replay data 340, 342, or 344 includes dis-
crete fields 326 of information 328 associated with the data or
content of each transmission 301, 302, 303, respectively.

In one embodiment, once the transmission 298 is captured,
discrete fields 326 of information 328 may include generated
data which has parsed data generated from the RAW data in
the captured transmission 299. The parsed data is obtained by
parsing the RAW data in the captured transmission 299, and
creating discrete fields 250 of data, such as XML data 514.
The parsed data may be generated for each portion of data in
the transmission 301, such as each packet or even each byte of
data in the transmission 301. The parsed data makes it easier
for a programmer to decode what the RAW data means. The
discrete fields 250 may include a portion of data in the trans-
mission 301 along with corresponding generated informa-
tion, obtained via parsing and representing what each field
means, such as XML data.
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With reference to FIGS. 8A and 8B, once a transmission
298 is captured and a captured transmission 299 is formed,
the captured transmission 299, which contains replay data,
may be replayed in order to simulate a transmission 298 from
an instrument 304. The captured transmission 299 may be
used in simulations of transmissions 298 between an instru-
ment 304 and a remote server 240, such as the SDMS Server
312 which runs the connectivity driver 218. The captured
transmissions 299, not only include transmissions 301, 302,
303 from instruments 304, 306, and 308, but the captured
transmissions 299 may also be transmissions 281, 283 to and
from the replay generator 310, the SDMS server 312, and the
LIMS server 314. As a result, all the transmissions 298 to and
from the instruments 304, 306, and 308, and the transmissions
to and from the replay generator 310, the SDMS server 312,
and the LIMS server 314 may be captured, and placed into
fields including RAW data as well as generated data, as
described above.

By capturing transmissions 298 to and from the instru-
ments 304, 306, and 308, simulations can be performed to
troubleshoot communication issues between the instruments
304, 306, 308 and other components in the system 300, such
as the SDMS server 312 and the LIMS server 314, without
needing the instruments 304, 306, and 308, as the captured
transmissions 299 contain enough information as to simulate
communications to and from the instruments 304, 306, 308.

Furthermore, once captured, before the captured transmis-
sion 299 is replayed, the captured RAW data and generated
data in the captured transmission 299 may be altered by a user.
For example, time delays may be inserted between portions of
RAW data, such as packets or bytes. In fact, any data in the
discrete fields 326 of information 328 may be altered, includ-
ing the RAW data itself, the timing of the data, the direction
that the transmission 301 was transmitted in (i.e. from the
instrument 304, 306, 308 to the replay generator 310 or vice
versa), the state of the connectivity driver 218 at the time the
transmission 301 is received by the replay generator 310, any
parsed data, such as XML information found in the transmis-
sion 301. Altering the captured transmission 299 may be
helpful in troubleshooting communication issues between the
instruments 304, 306, and 308, and the replay generator 310,
the SDMS server 312, and the LIMS server 314, including,
but not limited to, issues with the connectivity driver 218.

With reference to FIGS. 8 A and 8B, the captured transmis-
sion 299 is able to accurately reproduce the original transmis-
sion 298, so that the replaying of the transmission 299 is
nearly identical to the original transmission 298. Captured
transmission 299 is preferably replayed using the replay gen-
erator 310, which is a computer. During playback, a user may
select only portions of the captured transmission 299 for
playback. Additionally, each portion of the captured trans-
mission 299, that is each packet or byte of data, may be played
back packet by packet or byte by byte, so as to allow for a
step-by-step playback of the transmission 310. As discussed
above, any data within the captured transmission 299, includ-
ing any RAW or generated data, may be manipulated or
changed in order to simulate potential issues and evaluate
FSM (The connectivity driver finite state machine status)
behavior. The playback of the captured transmission 299
allows for simulation of communications issues (i.e. check-
sum errors and improper instrument replies) between com-
ponents, such as instruments 304, 306, 308, and computers
including the replay generator 310, the SDMS server 312, and
the LIMS server 314. Breakpoints may be added in the
replayed captured transmission 299 for more convenient
debugging and development. Additionally, replaying the cap-
tured transmission 299 or parts of it would help troubleshoot



US 9,183,117 B2

11

any break on data mismatch (i.e. a change in LIMS reply or
debugging of the handlers). Also, replaying the captured
transmission 299 would help in performance evaluations,
such as by allowing for the manual reduction of timing for
simulated data. Finally, the replaying the captured transmis-
sion 299 is useful for smoke testing. In computer program-
ming and software testing, smoke testing is preliminary test-
ing to reveal simple failures severe enough to reject a
prospective software release. In this case, the smoke is meta-
phorical. A subset of test cases that cover the most important
functionality of a component or system are selected and run,
to ascertain if the most crucial functions of a program work
correctly. For example, a smoke test may ask basic questions
like “Does the program run?”, “Does it open a window?”, or
“Does clicking the main button do anything?” The purpose is
to determine whether the application is so badly broken that
further testing is unnecessary. Smoke testing performed on a
particular build is also known as a build verification test.

With reference to FIG. 10, in one embodiment, the cap-
tured transmission may be replayed to the SDMS server 312.
The replaying of the captured transmission 299 to the SDMS
server 312 may be useful in troubleshooting and improving
portions of the software running on the SDMS server 312,
such as the connectivity driver 218. For example, the replay-
ing of the captured transmission 299 to the SDMS server 312
may be useful in debugging and creation of a connectivity
driver 218, either by traditional programming, or by using
graphical programming means, as described in U.S. Patent
Publication No. 2012/0174060 entitled “GRAPHICALLY
BASED METHOD FOR DEVELOPING CONNECTIVITY
DRIVERS,” the contents of which are hereby incorporated by
reference. The replaying of the captured transmission 299 to
the SDMS server 312 would allow for a step by step repro-
duction of the original transmission 298, real time modifica-
tions to FSM (The connectivity driver and the finite state
machine that drives it), simulation of LIMS responses, visu-
alization of FSM at each step of communication, impact
analysis of changes done to FSM, simulation of border line
situations, by directly modifying the RPL data, simulation of
delays, and their impact on FSM, simulation of various buft-
ering issues, simulation of various TS (Terminal servers, that
convert between different signal types) behaviors, like packet
merging/breaking data into incorrect packets. In this embodi-
ment, the captured transmission 299 is replayed by the replay
generator 310 to the SDMS server 312, wherein the connec-
tivity driver 218 resides, and preferably, wherein software for
creating and debugging the connectivity driver 218 also
resides. By playing back the captured transmission 299 to a
computer where software for creating and debugging the
connectivity driver 218 resides, the connectivity driver may
be created and debugged without having to have an instru-
ment 304, 306, 308 present.

With reference to FIG. 10, in one embodiment, the cap-
tured transmission 299 may be replayed to the LIMS server
314. The replaying of the captured transmission 299 to the
LIMS server 314 may be useful in troubleshooting and
improving portions of the LIMS software running on the
LIMS server 314, such as the LIMS Message Handlers. For
example, the LIMS Message Handlers (The business logic
layer that processes the received and translated messages, and
replies to them if necessary) may be debugged by replaying
the captured transmission 299 to the LIMS server 314. The
replaying of the captured transmission 299 to the LIMS server
314 would assist in the process of building a handler for LIMS
messages, debugging existing handlers for LIMS messages,
reproduction of issues reported by users of the LIMS software
running on the LIMS server 314, such as customers, perfor-

10

15

20

25

30

35

40

45

50

55

60

65

12

mance optimizations of the LIMS software, smoke testing of
the LIMS software, and black box and unit testing of the
LIMS software.

With reference to FIG. 6, is a flowchart representation of a
method 400 for developing and testing communications soft-
ware which generates and receives transmissions to and from
devices. Communications software is any software which
generates and receives transmissions to and from hardware
devices 200, such as instruments or computers, and includes
things such as drivers (i.e. a connectivity driver 218) or mes-
sage handlers (i.e. a LIMS message handler). Method 400 is
initiated at block 401 by building a draft communications
software for hardware device 200. The draft communications
software may be built either by having a software engineer
write program code for a computer program from which the
draft communications software is to be executed on, or may
be graphically developed by a user using a graphical inter-
face, such as that described by U.S. Patent Publication No. US
2012/0174060, entitled “GRAPHICALLY BASED
METHOD FOR DEVELOPING CONNECTIVITY DRIV-
ERS,” the contents of which are incorporated herein by ref-
erence.

Once built, the method 400 moves to block 402, wherein
the built draft communications software is installed in a com-
puter program 150, such as a LIMS software application 400
within the computer 100, and the computer program 150 is
launched along with the draft communications software.
Alternatively, the draft communications software is installed
in a debugging computer program 150 which is built exclu-
sively to debug and test programs such as the draft commu-
nications software, as shown in FIGS. 4 and 5.

At block 404, upon loading the draft communications soft-
ware into a computer program 150, the draft communications
software is either told to send a command to the hardware
device 200 or the hardware device 200 is turned on and is told
to, or automatically, begins to send commands to the draft
communications software.

Once commands are being sent either by the draft commu-
nications software to the hardware device 200 or from the
hardware device 200 to the draft communications software,
the method 400 moves to block 406, wherein a plurality of
transmissions 298 from the hardware device 200 to the draft
communications software and/or from the draft communica-
tions software to the hardware device 200 are recorded into a
computer readable memory medium. The plurality of trans-
missions 298 may be generated automatically by the hard-
ware device 200 or the draft communications software, or
they may be generated manually via a user prompting either
the hardware device 200 or the draft communications soft-
ware.

Once a sufficient number of transmission 298 are recorded,
then the recording is stopped. Moving to block 408, either
upon or during the recording of the transmissions 298 in block
406, a boundary of each recorded transmission 298, from the
plurality of recorded transmissions 298, is demarked, either
manually by a user or automatically by a computer program.
At block 411, primary and secondary fields are created,
whereby each demarked boundary of the transmission 298 is
copied into a primary field as RAW data and generated data is
placed in the secondary field associated with primary field.
The secondary fields may be any one of a number of fields in
which information in each recorded transmission 299 may be
related to, such as, a time 252 that the transmission 298 was
transmitted at, a direction 254 the transmission 298 was trans-
mitted in, a content 256 of the transmission 298, and a state
258 of the communications software during which the trans-
mission 298 is received. Each one of the fields contains infor-
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mation which is received by the draft connectivity driver 228
and which may cause the draft connectivity driver 228 to
move from one state to another state, or cause the draft con-
nectivity driver 228 to issue a response. In one embodiment,
the raw data in each recorded transmission 299 is further
parsed into a plurality of discrete fields containing parsed
data, such as XML data, making it easier for a user to under-
stand the meaning and function of each portion of the trans-
mission 298.

Moving to block 412, once the data in each transmission
298 is placed in fields, and the recorded transmission 299 is
generated, the recorded transmission 299 is then loaded into
a specialized computer program 152 which is capable of
replaying each recorded transmission 299 and allowing a user
to modify each recorded transmission 299. Preferably, the
specialized computer program 152 is connected with a
debugging computer program 154. Preferably, the draft com-
munications software is loaded into the debugging computer
program 154. Preferably, the specialized computer program
152 is able to send each recorded transmission 299 to the
debugging computer program 154 and receive commands
generated by the draft computer software loaded in the debug-
ging computer program 154, from the debugging computer
program 154.

Moving to block 414, a user, such as a software engineer,
may then modify any field within the recorded transmission
299, such as the time that the transmission 298 was transmit-
ted at, the direction the transmission 298 was transmitted in,
and the content of the transmission 298 in order to form a
modified transmission. Upon modifying a field, the modified
transmission, or a plurality of modified and/or unmodified
recorded transmission are then played back using the special-
ized computer program 152 or the debugging computer pro-
gram 154, at block 416, in order to debug the draft commu-
nications software. Preferably the transmissions 299 are
played back from the computer readable memory medium. In
this manner, the draft communications software can be
debugged by sending a variety of recorded and modified
transmissions to the debugging computer program 154, and
the user can continue to test various scenarios onto the draft
communications software without having to have the hard-
ware device 200 actually connected to the communications
software or the debugging computer program 154.

For example, in one embodiment, a user may modify the
timing or order that the recorded transmissions 299 are played
back at. In another embodiment, a user may modify the direc-
tion the transmission 298 was sent in (i.e. from the hardware
device 200 to the draft communications software, or from the
draft communications software to the hardware device 200).
In yet another embodiment, a user may modify the content of
the recorded transmission 299. As modified or recorded trans-
missions 299 are sent to the debugging computer program
154, the draft communications software may move from one
state to another, or it may issue a response back to the spe-
cialized computer program 152. Additionally, if the draft
communications software issues an error, locks up, or does
not behave as predicted, then the user may modify and fix the
draft communications software so that the error is fixed or the
behavior is made to be as predicted.

With reference to FIGS. 4 and 5, in one embodiment, the
operation of the communications software, such as the con-
nectivity driver 218, may be simulated by running a simula-
tion 280 using a graphical diagram 260 and playing back
prerecorded transmissions 290 from the hardware device 200.
The prerecorded transmissions 290, which include hardware
messages 202 from hardware device 200, may be modified in
some manner by the user and played back in order to simulate
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various scenarios to the connectivity driver 218 in an attempt
to debug the connectivity driver 218. With referenceto FIG. 4,
hardware state information recorded in the recorded trans-
missions 299 is provided to the driver development module
230 and logged in a window 270. As each discrete piece of
hardware state information is provided to the driver develop-
ment module 230, the current state of the connectivity driver
218 is illustrated by highlighting within the graphical dia-
gram 260 the respective state node representing the current
state. As additional discrete pieces of hardware state infor-
mation is provided to the driver development module 230, the
current state is constantly illustrated by highlighting within
the graphical diagram 260 the respective state node represent-
ing the current state. Any state for which no state node is
provided or any error in the graphical diagram 260 will
become apparent upon running the simulation 280.

Those having skill in the art will recognize that the state of
the art has progressed to the point where there is little distinc-
tion left between hardware and software implementations of
aspects of systems; the use of hardware or software is gener-
ally (but not always, in that in certain contexts the choice
between hardware and software can become significant) a
design choice representing cost vs. efficiency tradeoffs.
Those having skill in the art will appreciate that there are
various vehicles by which processes and/or systems and/or
other technologies described herein can be effected (e.g.,
hardware, software, and/or firmware), and that the preferred
vehicle will vary with the context in which the processes
and/or systems and/or other technologies are deployed. For
example, if an implementer determines that speed and accu-
racy are paramount, the implementer may opt for a mainly
hardware and/or firmware vehicle; alternatively, if flexibility
is paramount, the implementer may opt for a mainly software
implementation; or, yet again alternatively, the implementer
may opt for some combination of hardware, software, and/or
firmware. Hence, there are several possible vehicles by which
the processes and/or devices and/or other technologies
described herein may be effected, none of which is inherently
superior to the other in that any vehicle to be utilized is a
choice dependent upon the context in which the vehicle will
be deployed and the specific concerns (e.g., speed, flexibility,
or predictability) of the implementer, any of which may vary.
Those skilled in the art will recognize that optical aspects of
implementations will typically employ optically-oriented
hardware, software, and or firmware.

The foregoing detailed description has set forth various
embodiments of the devices and/or processes via the use of
block diagrams, flowcharts, and/or examples. Insofar as such
block diagrams, flowcharts, and/or examples contain one or
more functions and/or operations, it will be understood by
those within the art that each function and/or operation within
such block diagrams, flowcharts, or examples can be imple-
mented, individually and/or collectively, by a wide range of
hardware, software, firmware, or virtually any combination
thereof. In one embodiment, several portions of the subject
matter described herein may be implemented via Application
Specific Integrated Circuits (ASICs), Field Programmable
Gate Arrays (FPGAs), digital signal processors (DSPs), or
other integrated formats.

However, those skilled in the art will recognize that some
aspects of the embodiments disclosed herein, in whole or in
part, can be equivalently implemented in integrated circuits,
as one or more computer programs running on one or more
computers (e.g., as one or more programs running on one or
more computer systems), as one or more programs running on
one or more processors (e.g., as one or more programs run-
ning on one or more microprocessors), as firmware, or as
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virtually any combination thereof, and that designing the
circuitry and/or writing the code for the software and or
firmware would be well within the skill of one of skill in the
art in light of this disclosure. In addition, those skilled in the
art will appreciate that the mechanisms of the subject matter
described herein are capable of being distributed as a program
product in a variety of forms, and that an illustrative embodi-
ment of the subject matter described herein applies regardless
of the particular type of signal bearing medium used to actu-
ally carry out the distribution. Examples of a signal bearing
medium include, but are not limited to, the following: a com-
puter readable memory medium such as a magnetic medium
like a floppy disk, a hard disk drive, and magnetic tape; an
optical medium like a Compact Disc (CD), a Digital Video
Disk (DVD), and a Blu-ray Disc; computer memory like
random access memory (RAM), flash memory, and read only
memory (ROM); and a transmission type medium such as a
digital and/or an analog communication medium like a fiber
optic cable, a waveguide, a wired communications link, and a
wireless communication link.

The herein described subject matter sometimes illustrates
different components contained within, or connected with,
different other components. It is to be understood that such
depicted architectures are merely exemplary, and that in fact
many other architectures can be implemented which achieve
the same functionality. In a conceptual sense, any arrange-
ment of components to achieve the same functionality is
effectively “associated” such that the desired functionality is
achieved. Hence, any two components herein combined to
achieve a particular functionality can be seen as “associated
with” each other such that the desired functionality is
achieved, irrespective of architectures or intermediate com-
ponents. Likewise, any two components so associated can
also be viewed as being “operably connected”, or “operably
coupled”, to each other to achieve the desired functionality,
and any two components capable of being so associated can
also be viewed as being “operably couplable”, to each otherto
achieve the desired functionality. Specific examples of oper-
ably couplable include but are not limited to physically mate-
able and/or physically interacting components and/or wire-
lessly interactable and/or wirelessly interacting components
and/or logically interacting and/or logically interactable com-
ponents.

While particular aspects of the present subject matter
described herein have been shown and described, it will be
apparent to those skilled in the art that, based upon the teach-
ings herein, changes and modifications may be made without
departing from the subject matter described herein and its
broader aspects and, therefore, the appended claims are to
encompass within their scope all such changes and modifica-
tions as are within the true spirit and scope of the subject
matter described herein. Furthermore, it is to be understood
that the invention is defined by the appended claims. Accord-
ingly, the invention is not to be restricted except in light of the
appended claims and their equivalents.

The invention claimed is:

1. A processor-implemented method for developing and
testing communications software which communicates with
an instrument and a computer system or application in opera-
tive communication with the instrument, the method com-
prising:

building communications software for the instrument;

recording a plurality of data transmissions from the instru-

ment to the computer system or application and storing
the plurality of data transmissions into a computer read-
able memory medium;
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demarking the boundary of each recorded data transmis-
sion in the plurality of recorded transmissions;

identifying raw data from each recorded data transmission
and parsing the raw data to form parsed data;

determining for each demarked recorded data transmission
a time that the data transmission was transmitted at, a
direction the data transmission was transmitted in, a
content of the transmission, and the parsed raw data
corresponding to the data transmission;

modifying one of the time that the transmission was trans-

mitted at, the direction the transmission was transmitted
in, and the content of the transmission in order to form a
modified transmission; and

playing back the modified transmission from the computer

readable memory medium to debug the communications
software without connection between the instrument
and the computer system or application.

2. The method of claim 1, wherein upon playing back the
modified transmission, the communications software is
modified based upon an observation made during the playing
back, and a modified communications software is built.

3. The method of claim 1, further comprising modifying a
playback order of the recorded transmissions and then play-
ing the recorded transmission with the modified playback
order.

4. The method of claim 1 wherein the communications
software is one of a driver or a message handler.

5. The method of claim 1, wherein the discrete fields con-
tains a first plurality of discrete data fields within each
recorded transmission.

6. A computer readable memory comprising program
instructions for developing and testing a connectivity driver
for an instrument, wherein the program instructions are
executable by a processor to:

record a plurality of data transmissions between the instru-

ment and a computer system or application in operative
communication with the instrument;

identify raw data from each recorded data transmission and

parse the raw data to form parsed data;
place the raw data from each recorded data transmission
into a primary field of the recorded data transmission;

generate a plurality of secondary fields in the recorded data
transmission associated with the primary field, the sec-
ondary field including the parsed data and at least one of:
a time that the transmission was transmitted at, a direc-
tion the transmission was transmitted in, a content of the
transmission, and a state of the connectivity driver dur-
ing the transmission;

modify the content of the first or secondary fields; and

play the modified transmission from computer readable

memory to debug communications software in the con-
nectivity driver without connection to the instrument.

7. The computer readable memory of claim 6, wherein the
program instructions are executable by a processor to modify
the connectivity driver based upon an observation made dur-
ing the playing back and build a modified connectivity driver.

8. The computer readable memory of claim 6, wherein the
computer program instructions form a middleware program,
a laboratory information system (LIS) program, or a labora-
tory information management system (LIMS) program.

9. The computer readable memory of claim 6 further com-
prising program instructions executable by a processor to
allow a user modify the playback order of the recorded trans-
missions.
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10. The computer readable memory of claim 6 further
comprising program instructions executable by a processorto
simulate operation of the connectivity driver using a graphi-
cal diagram.

11. The computer readable memory of claim 6, wherein the
discrete fields contains a first plurality of discrete data fields
within each recorded transmission.

12. The computer readable memory of claim 11 further
comprising program instructions executable by a processorto
allow a user to modify any one of the plurality of discrete
fields and/or the order of the discrete fields, and playback the
modified discrete fields to the device driver.

13. A laboratory information management system includ-
ing a module for debugging a connectivity driver, the connec-
tivity driver operatively coupled between an instrument and
the laboratory information management system, the system
comprising:

a computer readable memory medium; and

at least one processor operable to access from the computer

readable memory medium program instructions execut-

able by the processor to:

record a plurality of data transmissions from the instru-
ment to the laboratory information management sys-
tem;

demark the boundary of each recorded data transmission
in the plurality of recorded transmissions;

generate a primary field for holding raw data from each
recorded transmission and generate a secondary field
associated with the primary field, wherein the second-
ary field includes a time that the transmission was
transmitted at, a direction the transmission was trans-
mitted in, a content of the transmission, and a state of
the draft connectivity driver that the transmission
places cause the draft connectivity driver to be in;

parse the raw data to form parsed data and store the
parsed data in the secondary field;

allow a user to modify one of: the time that the recorded
transmission was transmitted at, the direction the
recorded transmission was transmitted in, and the
content of the recorded transmission in order to form
a modified transmission; and

playback the modified transmission from computer
readable memory medium in order to debug the con-
nectivity driver without connection between the
instrument and the laboratory information manage-
ment system.

14. The system of claim 13, wherein the at least one pro-
cessor is operable to access from the computer readable
memory medium program instructions executable by the pro-
cessor to modify the connectivity driver based upon an obser-
vation made during the playing back and build a modified
connectivity driver.
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15. The system of claim 13, wherein the program instruc-
tions form a middleware program, a laboratory information
system (LIS) program, or a laboratory information manage-
ment system (LIMS) program.

16. The system of claim 13, wherein the at least one pro-
cessor is operable to access from the computer readable
memory medium program instructions executable by the pro-
cessor to allow a user modify the playback order of the
recorded transmissions.

17. The system of claim 13, wherein the at least one pro-
cessor is operable to access from the computer readable
memory medium program instructions executable by the pro-
cessor to simulate operation of the connectivity driver using a
graphical diagram.

18. The system of claim 13, wherein the discrete fields
contains a first plurality of discrete data fields within each
recorded transmission.

19. The system of claim 13, wherein the at least one pro-
cessor is operable to access from the computer readable
memory medium program instructions executable by the pro-
cessor to allow a user to modify any one of the plurality of
discrete fields and/or the order of the discrete fields, and
playback the modified discrete fields to the device driver.

20. A computer readable memory comprising program
instructions for developing and testing draft communications
software which generates and receives transmissions
between a hardware device and a computer system or appli-
cation in operative communication with the hardware device,
wherein the program instructions are executable by a proces-
sor to:

record a plurality of data transmissions to or from the

hardware device;

identify raw data from each recorded data transmission and

parse the raw data to form parsed data;

place the raw data from each demarked recorded data trans-

mission into a primary field of the recorded data trans-
mission;

generate a plurality of secondary fields in the recorded data

transmission associated with the primary field, the sec-
ondary field including the parsed data and at least one of:
a time that the transmission was transmitted at, a direc-
tion the transmission was transmitted in, a content of the
transmission, and a state of the draft communications
software during the transmission;

modify the content of the first or secondary fields; and

play the modified transmission from computer readable

memory medium in order to debug the draft communi-
cations software without connection to the hardware
device.



